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YAPECTYMHUKA

HAOEXHDbIE NMAPOJIN

01

HEOBXOAMUMO:

+ Co3paBaTb NepcoHasbHble (YHUKaNbHbIE)
naposiv K pasHbIM cepBucam

+ Mcnonb3oBaTtb CNOXHble Napoan: MuHUMym 10
CMMBOJIOB, OAHOBPEMEHHO LNdpPbl, CTPOYHbIE
N MPOMUCHbIE CUMBOJIbI, 3HAKU MyHKTyaLuu u
Apyrvie cCMMBO/bI

+ [loBepATbL TONLKO NPOBEPEHHbLIM
MeHefXepaM naponemn

BE3OMACHbIN WI-FI

HE PEKOMEHAOYETCSA:

X Wcnonb3oBaTe NOBTOPEHUA CUMBO/IOB
¥ XpaHuTb Naponun Ha 6yMaxHbIX HOCUTENSX

% Wcnonb3oBaTtb B Ka4ecTBe Naposis CBOM JIOMMH

(MMs Nonb3oBaTens, yyeTHas 3anucb, HUKHEWM)

% CoxpaHATb Naposib aBTOMATUUYECKN

B Opay3epe

¥ Vcnonb3oBaTtb 6norpamyeckyio

nHcopmauuio B napone

02

+ OTkmounTb 06WKMin goctyn K ceoet Wi-Fi
TOYKe, flaXe ecnu y Bac «6e3/IMMUTHbIN»
NHTepHeT

+ Ilcnonb3oBaTh HAfEXHbIN (CM. BbILE) Maposib
ons pocryna K Bawen Wi-Fi touke

+ [leakTMBMpOBaTb aBTOMaTU4YECKOE
NOAKMOYEHNE CBOMX YCTPOMUCTB K OTKPbITbIM
Wi-Fi Toukam

MPOBEPEHHbIE EPAY3EPbI U CAUTDI

+ Mlcnonb3oBath cneunanbHoe NporpaMMHoe
obecneyeHne (aHTMBUPYC, pacluMpeHue ans
Opay3epa), 4ToObl n3bexaTb NoCeLeHNUs
COMHUTE/IbHbIX CanTOB

% BBoguTb CBOV /IOMVMH 1 Naposib AOCTyna K

YUYETHOW 3anucu (CTpaHuue) uin cucteme
OaHKOBCKOIro 06CNy>XMBaHUA Mpu
noaktovYeHnn K 6ecnnaTHbIM (OTKPbITbIM)
Toukam Wi-Fi B kathe, TpaHcnopTe, TOProBbIx
LeHTpax 1 T.4.

03

% TMepexoanTb NO HEMNPOBEPEHHBLIM CCbI/TKaM

® BBoguTtb MH(hopmaumio Ha calTax, ecnm

coeMHeHMe He 3aneHo (HeT https n &)
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BE3OMACHOCTb SJIEKTPOHHOW MNOYTbl
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HEOBXOOUMO: HE PEKOMEHOYETCSH:

X PearnpoBaTb Ha NnMcbMa OT HEM3BECTHOI O
oTrnpaBuUTend:. CKopee BCero a1o cnam mnin
MOLLUEeHHUKN

+ MogkniounTb ABYX(aKTOPHYO
ayTeHTuunkaumto

+ Vcnonb3oBatb MUHUMYM 2 TUna e-mail
a[lPEeCOB: 3aKPbITbIN (TONLKO AN NPUBA3KN
YCTPOWCTB U CPeaCcTB UX 3aluThbl) 1
OTKPbITbINM (AN NepennUcKu, NOANUCOK U T.4.)

¥ OTKpbIBaTb NOAO3PUTENBHOE B/IOXEHUE
K MUCbMY: CHayasia No3BOHUTE OTMNPaBUTESTIO
N y3HanTe, 4To 3TO 3a dhann

+ Wcnonb3zoBatb CIMAM-cunbTpbl

UCMNOJSIb3OBAHUE MPUJTOXXEHUIN, COLLCETEN U MECCEHOXXEPOB @

+ YcraHaBnuBaTb NPUNOXEHUA TOMBKO
n3 PlayMarket, AppStore nnm us
NPOBEPEHHbIX NCTOYHUKOB

¥ Pasmellatb NePCOHaNbHY U KOHTaKTHYIO
MHpopmauuto o cebe B OTKPbITOM AOCTyne

X Mcnonb3oBaTb yKasaHWe reosiokaumm
+ OG6paluatb BHUMaHUE, K KakuM yHKLNAM Ha poTo B nocrax

ragxxerta NpUIOXeHNe 3anpallnBaeT JOCTyn
X OTBEYaTb Ha 0OUAHbIE BblpaXkeHus

O6MeHMBaTLCH COOBLLLEHUAMM B COLICETAX U
MecceHaKepax, TONbKO NOTHOCTbIO
YOOCTOBEPUBLLNCL B IMYHOCTHU

M arpeccuio B CoLCeTaX — flyylle Hanuwute
06 3TOM agMUHUCTPATOPY pecypca

coBecenHnKa, He pearvpysi Ha X YNoTpe6natb HEHOPMATUBHYIO IEKCUKY
COMHUTE bHbIE NPOCLObLI Y NPEAIOKEHUS npu obLweHuny
¥ YCTaHaBMBaTh NPUNOXEHUS C HUSKUM

3ALLUTA OAHHbIX BAHKOBCKOW KAPTOYKU

PENTUHIOM U oTpuuaTe/ibHbIMKM OT3bIBaMU

06

XpaHuTb B TallHe NUH-KOA KapTbl ¥ XpaHUTb NMUH-KOA BMECTe C KapTouKom /
Ha KapTouke
MNMpuKpbIBaTb NafoOHbLIO KNaBuaTtypy npu
BBO/E NMH-Koda »* Coobuwatb CVV-koag unu otnpaBnatb
ero ¢oto
OhopmUTb OTAENBHYIO KapTy AN
OHJ/TaH-NOKYMNOK U HE AepXKaTb Ha HEN ¥ PacnpocTtpaHAaTb CBOM NacrnopTHble AaHHble

6o/blUNE CYyMMBbI

Mcnonb3oBaTtk ycnyry «3-D Secure»
N IMMUTBI HA MaKCUMasibHble CYMMBbI
OHNanH-onepaunii

CkpbITb CVV-Koa Ha KapTe (Tpex3HayHbI
HOMepP Ha 0OpPaTHO CTOPOHE),
npeaBapuUTeIbHO COXPaHUB ero

(MHChOpMaLMIO IMYHOIO XapaKTepa, HoMep
MOGUIbHOrO TeNedOoHa), «IOMMH» U «Naposib»
goctyna K cucteme «MHTepHeT-6aHKMHM»

¥ CoobwaTtb gaHHble, MOMyYEeHHble B BMAE

SMS-coobueHnin, ceaHCOBbIE Maponun, Ko
aBTopusauumn, naponb 3-D Secure n 1.4.
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